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Unlock the exciting world of bug bounty hunting with our comprehensive Bug

Bounty Training Program, designed through the collaboration of Indian Cyber

Security Solutions and the Indian Institute of Cyber Security. Gain in-depth,

hands-on expertise in identifying vulnerabilities, performing responsible

disclosure, and mastering real-world bug bounty techniques under the

guidance of industry professionals.

Elevate your skills in web application security, penetration methodologies, and

practical exploitation strategies used by top bug bounty hunters worldwide.

 Start your journey toward becoming a recognized bounty hunter—build your

future in ethical hacking today!

Indian Cyber Security Solutions
in association with

Indian Institute of Cyber Security
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In this dynamic training, we dive deep into the world of bug bounty hunting to equip you with

the practical skills and expertise needed to excel in modern cybersecurity. The program

focuses on hands-on learning in Web Application Security, Vulnerability Discovery, and

Responsible Disclosure.

You’ll explore real-world bug bounty methodologies, reconnaissance techniques, exploitation

strategies, and tools used by professional bounty hunters on platforms like HackerOne,

BugCrowd, and Synack. Through practical labs and simulation-based challenges, you’ll learn

how to identify high-impact vulnerabilities, craft quality reports, and maximize earnings in bug

bounty programs.

Whether you're a cybersecurity enthusiast or a budding ethical hacker ready to enter the

global bug bounty ecosystem, this program opens the door to a rewarding and skill-driven

career in ethical hacking.

About the
Program

Vulnerability Discovery

Web Application Security Responsible Disclosure
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Certification

Course Fee

Class Room Training Online LIVE Training

Course Fee: INR 14,000/-
(One-time payment)

Course Duration: 40 Hours
 3 Months Training

2 Classes Per Week X 2 Hours Each Day
Batch Timing

Week End Classes | Week Days Classes

Course Fee: INR 14,000/-
(One-time payment)

Course Duration: 40 Hours
3 Months Training

2 Classes Per Week X 2 Hours Each Day
Batch Timing

Week End Classes | Week Days Classes

After the completion of the course, candidates will get a joint certificate
from Indian Cyber Security Solutions and Indian Institute of Cyber Security
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University Training Partner’s

Jadavpur Universisty Adamas University IIT Guwahati

IIT Kharagpur GNIIT Lovely Professional
University

Bangalore Institute
of Technology

Bengal Institute of
Technology and Managem

Anna University
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Bug Bounty Course Module

MODULE - 01

MODULE - 15

Host Header Attack

MODULE - 14

CRLF Injection

MODULE - 13

Hostile Subdomain
Takeover

MODULE - 21

WAF Bypassing

MODULE - 20

File Uploading

MODULE - 19

SQL Injection – (Advance
SQL Injection )

Introduction to Bug
Bounty and Bug Crowd

MODULE - 02 MODULE - 03

Cross-site scripting
Command Injection

/Execution

MODULE - 04

Server Side Request
Forgery

MODULE - 05

HTML Injection

MODULE - 06

File Inclusion (LFI /RFI)

MODULE - 09

Source Code Disclosure

MODULE - 08

Insecure CORS
Configuration

MODULE - 07

Directory Traversal

MODULE - 10

Missing/insufficient SPF
record

MODULE - 11

IDS - Script Source Code
Disclosure

MODULE - 12

HTTP Parameter Pollution
Attack

MODULE - 16

Parameter Tampering

MODULE - 17

URL Redirection / Open
Redirection

MODULE - 18

Cross Site Request
Forgery Attack
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Bug Bounty Course Module

MODULE - 22

MODULE - 13

Critical File Found

MODULE - 23 MODULE - 24

XML External Entity
Injection

Client Side Template
Injection

MODULE - 25

LDAP Injection

MODULE - 26

Documenting &
Reporting Vulnerability
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Key Highlights

No Cost EMI
&

Educational
Loan

Certification
& Live

Projects

Lifetime
Access to

Hackers Lab

100%
Placement

Support

3 Months
Training

Classroom
Training

Online
Training
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Experienced and Renowned Instructors
ICSS is home to a group of knowledgeable and well-respected

lecturers that bring their real-world expertise and insider

understanding of the business to the classroom.

Practical and hands-on Training
Our program understands the value of flexibility and convenience,

offering both online and in-person options. We prioritize

accommodating your busy lifestyle.

The program is affordable and flexible
Our program understands the value of flexibility and convenience,

offering both online and in-person options. We prioritize

accommodating your busy lifestyle.

Global Recognition & Networking Opportunities
Our program understands the value of flexibility and convenience,

offering both online and in-person options. We prioritize

accommodating your busy lifestyle.

Why Choose
Bug Bounty Training at ICSS
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Eligibility Critaria

Technical Non-Technical

Individuals with a Technical foundation
can expand their expertise by enrolling in

Bug Bounty  course.

Students from non-technical
disciplines can also pursue Bug

Bounty  course.

Graduates in science (B.Tech in
CSE/IT/EC or BCA) can enroll.

Commence with Certified Python
Programmer course.

Option to pursue Ethical Hacking course
or C|EH certification.

Arts, commerce, or non-science
graduates eligible.

Begin with Certified Network
Professional course.

Conclude with Certified Network
Penetration Tester course.
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Job Opportunities

Bug Bounty 

Web Application
Security TesterInvestigating threats,

analyzing risks, and
safeguarding systems by
identifying weaknesses

before attackers exploit
them.

Cybersecurity
Analyst

Evaluating application
security, detecting

flaws like XSS, SQLi, and
IDOR, and helping

organizations
strengthen their

defenses.

Identifying real-world
vulnerabilities across
global platforms and

earning rewards
through authorized

security testing.

Bug Bounty Hunter1
2

3

Exploring new and
emerging vulnerabilities,

conducting deep technical
analysis, and contributing

to security
advancements.

Gaining industry-
recognized credentials

that validate your
expertise in offensive
security, vulnerability

testing, and ethical
hacking.

Offering expert
guidance on
vulnerability

management, secure
coding practices, and

strengthening
organizational security

posture.

 Security
Consultant Vulnerability

Researcher

Certified Security
Professional4 5

6

Professional

INDIAN CYBER SECURITY SOLUTIONS
CYBERSECOPS PVT LTDA unit of



Indian Cyber Security Solutions (ICSS) trainers emphasize blended
learning. 

Trainers at ICSS utilize real-life projects and case studies to provide
practical knowledge of Ethical Hacking and Hackers. 

ICSS Ethical Hacking trainers in Bangalore have 12+ years of experience in
the Networking field. 

Trainers at ICSS are working professionals from the cybersecurity field. 

ICSS trainers provide corporate training to enrich students' knowledge and
industry-relevant skills. 

Regular assessments and individual attention are given to students for
their progress. 

ICSS Ethical Hacking trainers assist students in resume building and
develop their interpersonal skills.

Trainers Profile
INDIAN CYBER SECURITY SOLUTIONS
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Rabsun Sarkar one of our students has found
zero-day vulnerabilities in Google and in the
Security Talent Website and also reported the
same:

Aniket Dinda is our student who has found
out about Zero-Day Vulnerability and has
been published on Exploit DB:

Nainsi Gupta is our student who has found
out about Zero-Day Vulnerability and has
been published on Exploit DB:

https://securitydelta.nl/news/overview/hsd-responsible-
disclosure-rabsun-sarkar-reported-a-vulnerability-in-
the-se- curity-talent-website

https://www.exploit-db.com/exploits/45064

https://www.exploit-db.com/exploits/45164

Student Achievements
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Our Recent
Placements
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Our Achievements
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Media Coverages
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https://youtu.be/eb0Cs3sWFJ0
https://youtu.be/Gyp5_eTqyNA
https://youtu.be/OK99qbJdpaQ
https://www.youtube.com/watch?v=quqTNNVcmf4
https://youtu.be/8EOhmjIPxMY
https://youtu.be/v6qy3K8a1YE
https://youtu.be/5DaGkVCt5fU
https://youtu.be/EqTMTsoEZeI
https://youtu.be/KIxOAMTTHDQ


Seminar & Workshop
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Seminar & Workshop

Certificate distribution

Smartathon 2024, hosted by
Ericsson Telecommunications Inc.

Supreme Knowledge Foundation

Windhoek, Namibia

Cyber Security Training
at Lux Cozy

Live Cybersecurity Demo with
Bhutan Security Forces

Cyber Security Workshop at
Police Department

Cybersecurity Conference at
Keens Conference, Hyderabad

Cyber Security Workshop at
ICFAI University
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Seminar & Workshop

Cyber Security Workshop in
Namibia

Cyber Security Training Session
for LIC Senior Management

Mr. Abhishek Mitra Was Invited to
CSIR-CIMFR’s IoT-Based Smart

Mining Initiative

Mr. Abhishek Mitra is invited to
conduct a workshop  at CSIR–

CIMFR, Dhanbad.

Mr. Abhishek Mitra is invited to
conduct a workshop  IIT (ISM)

Dhanbad.

Mr. Abhishek Mitra Invited to
Conduct Workshop at Govt.
Polytechnic, Nirsa Dhanbad

ICSS and IICS conducted a session at ICFAI University on Cyber Security
and Legal Frameworks.
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Our Hiring Partners
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Parul University: Indian Cyber Security Solutions (ICSS) is
delighted to join forces with Parul University in April 2022,
marking the start of a five-year strategic collaboration
focused on pushing the boundaries of cybersecurity
education and research. ICSS will be investing its expertise
and resources into this venture, equipping students with
unrivaled skills for success in their field - ultimately igniting
positive change across the industry through our steadfast
commitment. We are brimming with anticipation over what
incredible results will come from this partnership!

MAKAUT (ISKFGI College): With the ever-growing demand for
skilled cybersecurity professionals. ICSS has teamed up with
SKFGI College in a long-term partnership to establish an
industry-leading program. For 10 years we will use our
wealth of expertise and resources to ensure that students
receive cutting-edge knowledge and skills from this
collaboration- creating future leaders who can tackle any
cybersecurity challenge. Our ambition is clear-develop
tomorrow's talent today by empowering young minds into
becoming successful digital citizens!

Lovely Professional University: Indian Cyber Security
Solutions has collaborated with LPU to organize cyber
security workshops, Hackathons and Bootcamps. The
students at LPU put their skills to the test, making for a truly
inspiring event. LPU and ICSS have decided to organize more
such events as these events help them to sharpen the skills.

Other Collaborators
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Brands that Trust
Our Competencies
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www.indiancybersecuritysolutions.com

info@indiancybersecuritysolutions.com

Aabhishhek Mitra
Founder & CEO

98313 18312

Contact Us

Corporate Office
Bangalore, India

Pooja Arcade, No.55, 2nd
Floor, 5th Cross Road, St
Thomas Town, Ramaiah Layout,
Kamanahalli, Bangalore
560084

Registered Office
Kolkata, India

DN-36, Primarc Tower, Unit
no-1103, College More, Salt
Lake, Sec-5, Kolkata-700091


